FourFront  Server Requirements

Server Software Requirements

The server should be loaded with Redhat Linux Enterprise 4 or 5, 32 bit or 64 bit versions as the base operating system. The server is also required to run an SSH (secure shell) server, and an SFTP (secure file transfer protocol) server. Other server requirements are as follows;-

Apache Latest Production Version 

PHP Latest production Version (all packages plus pdflib lite),

MySQL version 5.0.67.x but not 5.5 x  (all packages inc 32 bit client libraries)  ,

sendmail (latest production version).

Image magik

C Compiler

Yum

curl

The server should also run a telnet server (port 23) accessible only via the localhost interface (127.0.0.1) to allow telnet sessions to be tunnelled over an SSH connection.

The Windows client application connections will also be tunnelled over an SSH connection for security reasons.

It is important that the server does not have the SELinux security enhancements activated.

Disk Partitioning
The disk should ideally be partitioned as follows:-

/
1GB

/boot
64MB

/usr
8GB

/tmp
2GB

Swap
4GB

Remaining available space will be allocated as /var1)e are listed in benefit order below;-
.

s both the WEB and BO servers Any data stored on this server is transient.rver is rep
ServerPort Access Requirements
The technical details of the port access requirements of the server are detailed in the table below.

	PORT
	IN / OUT
	NOTES

	22
	Incoming¹
	Allows connection to / from machine using SSH.

	23
	Incoming†
	Allows connection to the machine using TELNET.

	80
	Incoming¹
	Allows servicing of web connections.

	115
	Both¹
	Allows copying of files to / from machine using SFTP.

	443
	Both¹
	Allows servicing of secure web connections, allows ThirdParty payment authorisations. 


	5504
5502
	Incoming†
	Allows servicing of Windows software clients.Access is required from localhost
only, as this traffic is tunnelled through the secure shell connection.


	3306
	Both¹
	Allows running of  Windows version of mysql



KEY

¹ These connections are open to the wider internet.

† Thesewill be tunnelled through an SSH connection, so the incoming address may be restricted to localhost or 127.0.0.1.
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