FourFront  Server Requirements

Server Requirements

The server required to run the web services will be wholly responsible for all three main areas of the system as follows;-
· WEB :

Dealing with all web requests.

· BL :

Dealing with business logic.

· MYSQL :
Dealing with MySQL database used as an information store.

In more detail;-

WEB

The server is responsible for dealing with all incoming web requests, and serving the appropriate responses, in order to do this it communicates both with the BL applications and directly with the MYSQL database (where business logic rules are not necessary) in order to improve overall system performance.

BL

The server is responsible for dealing with business logic. The server runs a number of processes which listen for connections from the WEB server and from external Windows interface application connections. The server is responsible for translating / applying business logic to queries and passing them on to MYSQL. The server stores applications and required business logic resources. 

MYSQL

The server will run a standard MySQL database and is responsible for serving the data to both the WEB and BL. The database stores all information required by the system. 

Hardware Requirements

The minimum hardware requirement for the server is as follows;-

2.4 Ghz  
Dual 73 Gig Drives  
RAID 1

and 4 Gig Server Quality ECC Memory.

The hardware requirements listed above can be improved in numerous ways, the most important of these are listed below in order of greatest benefit;-

· Multiple CPUs :
4 CPUs on the server will increase performance.

· Increased RAM :
Increased RAM on the server will increase performance.   
The system as delivered is fully scalable enabling separation of the three main areas onto different dedicated servers. Also multiple instances of any of the servers may be used to allow for future system growth requirements. The most important performance / fault tolerance scalability improvements are listed below in order of greatest benefit;-

· Extra WEB server(s) :
Adding one or more extra WEB servers will increase system responsiveness apparent to users on the internet (extra WEB servers should be added in conjunction with a load balancing hardware appliance).

· Extra MYSQL server(s) :
Adding one or more extra MySQL servers  will increase system 
fault tolerance as the system is configured to discover unresponsive MYSQL servers and re-route requests to active
servers. These servers must be self-replicating.

· Extra BL servers(s) :
Adding one or more extra business logic servers will increase system fault tolerance as the system is configured to discover unresponsive BL servers and re-route requests to active servers.

Server Software Requirements

The server should be loaded with Redhat Linux Enterprise 4 or 5, 32 bit or 64 bit versions as the base operating system. The server is also required to run an SSH (secure shell) server, and an SFTP (secure file transfer protocol) server. Other server requirements are as follows;-

Apache Version 2.x,

PHP Version 5.1.6.x (all packages),
MySQL version 5.0.67.x (all packages inc client libraries)  ,
sendmail (latest production version).
Image magik

C Compiler

Yum

curl
The server should also run a telnet server (port 23) accessible only via the localhost interface (127.0.0.1) to allow telnet sessions to be tunnelled over an SSH connection.
The Windows client application connections will also be tunnelled over an SSH connection for security reasons.
It is important that the server does not have the SELinux security enhancements activated.

Disk Partitioning
The disk should ideally be partitioned as follows:-
/
1GB

/boot
64MB

/usr
8GB

/tmp
2GB

Swap
4GB

Remaining available space will be allocated as /var1)e are listed in benefit order below;-

.
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Server Port Access Requirements
The technical details of the port access requirements of the server are detailed in the table below.

	PORT
	IN / OUT
	NOTES

	22
	Incoming¹
	Allows connection to / from machine using SSH.

	23
	Incoming†
	Allows connection to the machine using TELNET.

	80
	Incoming¹
	Allows servicing of web connections.

	115
	Both¹
	Allows copying of files to / from machine using SFTP.

	443
	Both¹
	Allows servicing of secure web connections, allows third party payment authorisations. 


	5504

5502
	Incoming†
	Allows servicing of Windows software clients. Access is required from localhost
only, as this traffic is tunnelled through the secure shell connection.


	3306
	Both¹
	Allows running of  Windows version of mysql



KEY

¹ These connections are open to the wider internet.

† These will be tunnelled through an SSH connection, so the incoming address may be restricted to localhost or 127.0.0.1.
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